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@ Memory card. 

@ A memory card has a card medium (11) and a laser mem- 
ory (17) for storing data. A data processing section (16) for 
storing encryption and/or decryption key data, an encryption 
and/or decryption program and a password is arranged in the 
card medium (11). When the same password as prestored in 
the data processing section (16) is input, the input data is en- 
crypted and/or decrypted in accordance with the encryption 
and/or decryption key data and the encryption and/or decryp- 
tion program. The encrypted and/or decrypted data is stored 
in the laser memory (17). 
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Memory car d 

The present invention relates to a memory card. 

Recently, memory cards have been frequently used 
for a data processing system. IC cards having an IC 
chip and a laser card having an optical (laser) memory 
have been developed as memory cards . A conventional IC 
card incorporates an IC chip having a CPO and a PROM. 
Data is stored in the PROM in a predetermined format . 
under control of the CPU, so the stored data cannot be 
substantially read out by a third party. In this sense, 
the stored data can be kept confidential. However, 
since the memory section comprises the PROM (semicon- 
ductor memory) and has only a small capacity, e.g., 
several kilo bytes, this results in inconvenience. On 
the other hand, the conventional laser card has a large 
capacity. However, a third party can check the presence 
or absence of pits. Stored data can be read out by a 
third party and cannot be properly kept confidential. 
Furthermore, a magnetic card having a magnetic stripe 
cannot satisfy storage capacity, and, data protection. 

It is an object of the present invention to provide 
a memory card having a large capacity, and, sufficient 
stored data protection. 

In order to achieve the above object of the present 
invention, there is provided a memory card comprising a 
card medium, a data processing section arranged in the 
card medium for encrypting and decrypting input data, 
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and a nonvolatile memory arranged in the card medium for 
storing encrypted data. 

This invention can be more fully understood 
from the following detailed description when taken 
in conjunction with the accompanying drawings, in 
which: 

Fig. 1 is a perspective view of a data processing 
apparatus for a memory card according to an embodiment 
of the present invention; 

Fig. 2 is a circuit diagram of the data processing 
apparatus shown in Fig. 1; 

Fig. 3 is a plan view showing a surface of the 
memory card according to the embodiment of the present 
invention; 

Fig. 4 is a plan view showing the track format of a 
laser memory section as a storage section in the memory 
card; 

Fig. 5 is a block diagram showing the arrangement 
of an IC chip section as a data processing section in 
the memory card; 

Fig. 6 is a sectional view of a card reading/writ- 
ing section in the data processing apparatus shown in 
Fig. 1; 

Fig. 7 is a view showing a state wherein an IC chip 
reader/writer in the card reading/writing section in 
Fig. 6 is brought into contact with the IC chip section 
in the memory card; 

Fig. 8 is a block diagram showing the arrangement 
of a laser memory reader/writer in the data processing 
apparatus shown in Fig. 1; 

Fig. 9 is a flow chart for explaining data writing 
in the memory card in the data processing apparatus 
shown in Fig. 1; and 

Fig. 10 is a flow chart for explaining data reading 
from the memory card in the data processing apparatus 
shown in Fig. 1. 

A preferred embodiment of the present invention 
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will be described with reference to the accompanying 
drawings. Fig, 1 is a perspective view of a data 
processing apparatus using a memory card according to 
an embodiment of the present invention. The outer 
appearance of this processing apparatus is the same as 
that of a conventional personal computer. A main body 1 
comprises a keyboard 5, a CRT display 6, a card read- 
ing/writing section 9 for exchanging data with 'a memory 
card 11 (Fig. 3) inserted in a card insertion port 10 , 
and a floppy disk drive 12 for exchanging data with a 
floppy disk 14 (Fig. 2) inserted in a floppy disk 
insertion port 13. A password input keyboard (numerical 
keys) 25 is also connected to the main body 1 through a 
cable 24. 

Fig. 2 is a block diagram showing a circuit of the 
data processing apparatus shown in Fig. 1. The same 
reference numerals as in Fig. 1 denote the same parts as 
in Fig. 2. The keyboard 5, the card reading/writing . 
section 9, and the floppy disk drive 12 are connected to 
a main CPU 4 for controlling the overall operation of 
the apparatus. The main CPU 4 is connected to a ROM 7 
for storing a control program and to a RAM 8 for storing 
processed data. 

The card reading/writing section 9 also has a CPU 
18 and is connected to the main CPU 4 through an 
interface 23. A ROM 19 for storing a control program 
and a RAM 20 for storing processed data are connected to 
the CPU 18. The memory card 11 has an IC chip section 
16 as a data processing section and a laser memory 
section 17 serving as a data storage section. For this 
reason, the card reading/writing section 9 has an IC 
chip reader/writer 21 and a laser memory reader/writer 
22 which are connected to the CPU 18. The IC chip 
reader/writer 21 reads out data or writes data in the IC 
chip section 16. The laser memory reader/writer 22 
reads out data or writes data in the laser memory 
section 17. The card reading/writing section 9 
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additionally has a moving mechanism 33 for receiving the 
memory card 11 inserted from the insertion port 10. The 
moving mechanism 33 is controlled by a driver 32 under 
the control of the CPU 18. The keyboard 25 is connected 
to the CPU 18. 

As shown in Fig. 3, the memory card 11 has the IC 
chip section 16 and the laser memory section 17 in the 
surface plane. Electrodes 16A to 16D of the IC chip 
section 16 are arranged on the surface of the memory 
card 11. The laser memory section 17 comprises a- stripe 
coated with a metal such as tellurium or bismuth. The 
laser memory section 17 is divided into a plurality of 
tracks 17-1 to 17-n along the longitudinal direction of 
the card, as shown in Fig. 4. Data is stored in the 
track of the laser memory section 17. The memory card 
11 must be inserted in the card insertion port 10 such 
that the longitudinal direction of the card 11 
corresponds to the insertion direction. 

Fig. 5 is a block diagram showing the arrangement 
of the IC chip section 16 of the memory card 11. The IC 
chip section 16 comprises a CPU 50, a ROM 51 for storing 
a control program, password data, encryption key data, 
decryption key data, an encryption program and a 
decryption program, a RAM 52 for storing decrypted data, 
and a connector 53 connected to the electrodes 16A to 
16D. 

Fig. 6 shows the internal arrangement of the card 
reading/writing section 9. A conveying path 31 follows 
the card insertion port 10 to convey the memory card 11. 
Pairs cf conveyor rollers 34A to 34D are disposed to 
convey the memory card 11 along the direction A while 
the memory card 11 is clamped therebetween. The pairs 
of rollers 34A to 34D are disposed at equal intervals 
along the conveying path 31. Each interval is set to be 
equal to the size, in the longitudinal direction, of the 
memory card 11 along the conveying direction, i.e., its 
length. Therefore, the memory card 11 can be smoothly 
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conveyed along the conveying path 31. The conveying 
path 31 is defined by two conveying guides 35. 

The laser memory reader/writer 22 and the IC chip 
reader/writer 21 are arranged on the. conveying guide 35. 

As shown in Fig, 7, terminals 26A to 26D of a connector 
26 of the IC chip reader/writer 21 are brought into 
contact with the electrodes 16A to 16D of the IC chip 
section 16, respectively, and are electrically ' connected 
to the IC chip section 16. 

The arrangement of the laser memory reader/writer 
22 is illustrated in Fig. 8. Data is supplied from the 
CPU 18 to a laser driver 44, so that an optical head 41 
drives a semiconductor laser oscillator 45 in response 
to this data. The optical head 41 then selectively 
forms pits in the laser memory section 17 in the memory 
card 11. The optical head 41 comprises the semicon- 
ductor laser oscillator 45, an optical system 46, a beam 
splitter 47, a X/4 plate 48, an objective lens 49, a. 
focusing lens 50 and a photoelectric transducer 51. 
Light reflected from the laser memory section 17 is 
converted by the photoelectric transducer 51 (such as a 
photodiode) to an electrical signal. The electrical 
signal is supplied to an amplifier 42, and an amplified 
signal is supplied to a bi-level quantization circuit 
43. Output from the bi-level quantization circuit 43 
represents the presence/absence of pits formed in the 
laser memory section 17, and is supplied to the CPU 18. 

Data writing in and data reading from the memory 
card 11 will be described with reference to Figs. 9 and 
10, respectively. The data write operation will be 
first described with reference to the flow chart in 
Fig. 9. An operator inserts the memory card 11 in the 
card insertion port 10 in step 100. The memory card 11 
is fed by the moving mechanism 33 in the card read- 
ing/writing section 9, so that the IC chip section 16 
in the memory card 11 is opposed to the IC chip 
reader/writer 21 in the card reading/writing section 9. 
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As shown in Fig. 7, the terminals 26A to 26D of the 
connector 26 of the IC chip reader/writer 21 are brought 
into contact with the electrodes 16A to 16D of the IC 
chip section 16 so as to accomplish electrical 
connections. Voltage is thus applied to the IC chip 
section 16. 

In step 105, data to be stored in the memory card 
11 is supplied to the CPU 18 and is stored in the RAM 20 
in the card reading/writing section 9 through the 
interface 23 and the CPU 18. This data input is 
performed by the keyboard 5, the floppy disk 14 and the 
like. When the data has been input, the main CPU 4 
causes the CRT display 6 to display a prompt "INPUT 
PASSWORD BY KEYBOARD". The operator then enters the 
password in accordance with this display in step 110. 
The CPU 18 then supplies the password data to the 
CPU 50 in the IC chip section 16 through the IC chip 
reader/writer 21. In step 115, the CPU 50 compares the ' 
input password data with the password data stored in the 
ROM 51. A comparison signal is supplied to the CPU 18 
in the card reading/writing section 9 through the IC 
chip reader/writer 21. The CPU 18 detects in step 120 
whether or not the input password is correct. If the 
answer is NO in step 120, the write operation is ended. 

However, if the answer is YES in step 120, the CPU 
18 supplies the input data stored in the RAM 20 to the 
CPU 50 in the IC chip section 16 through the IC chip 
reader/writer 21 in step 125. In step 130, the CPU 50 
encrypts data in accordance with the encryption key data 
and the encryption program which are stored in the ROM 
51. The data and encryption key data are processed in 
accordance with the encryption program. Thereafter, in 
step 135, the encrypted data is read out from the IC 
chip section 16 and is supplied to the memory card 
reading/writing section 9. The encrypted data is then 
stored in the RAM 20. The CPU 18 then causes the moving 
mechanism 33 to move the memory card 11. In step 140, 
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the encrypted data in the RAM 20 is written in the laser 
memory section 17. In other words, the laser driver 44 
modulates the laser oscillator 45 in accordance with the. 
encrypted data to form pits in the laser memory section 
5 17 in accordance with the laser beam from the laser 

oscillator 45. The CPU 18 checks in step 145 whether or 
not the next input data is present. If the answer is 
YES in step 145, the operation after step 125 is 
repeated. However, if the answer is NO in step 145, the 

10 write operation is ended. 

Data reading from the memory card 11 will be 
described with reference to the flow chart of Fig. 10. 
In the same manner as in the write mode, the operator 
inserts the memory card 11 in the card insertion port 10 

15 in step 200. When the insertion of the card has been 
detected, the main CPU 4 causes the CRT display 6 to 
display a prompt " INPUT PASSWORD BY KEYBOARD". The 
operator enters the password in accordance with this 
display in step 205. In step 210, the input password is 

20 compared with the password data prestored in the RAM 20. 
In step 215 the CPU 18 detects whether or not the input 
password is correct. If the answer is NO in step 215, 
the data read operation is ended. 

However, if the answer is YES in step 215, the CPU 

25 18 causes the moving mechanism 33 to move the memory 
card 11. In step 220, the encrypted data is read out 
from the laser memory section 17. A reproduction beam 
is generated from the laser oscillator 45 actuated by 
the laser driver 44 and irradiates a predetermined track 

30 in the laser memory section 17. Light reflected from 
the laser memory section 17 is guided to the photo- 
electric transducer 51 through the objective lens 49, 
the A/4 plate 48, the beam splitter 47 and the focusing 
lens 50. An output electrical signal from the photo- 

35 electric transducer 51 is amplified by the amplifier 42 
and is quantized by the bi-level quantization circuit 
43. The read data is then supplied to the CPU 18. In 
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step 225, the CPU 18 supplies read encrypted data to the 
CPU 50 in the IC chip section 16 through the IC chip 
reader/writer 21. In step 230, the CPU 50 decrypts the 
encrypted data in accordance with the decryption key 
data and the decryption program which are stored in the 
ROM 51. Thereafter, the decrypted data is read out from 
the IC chip section 16 and is supplied to the main CPU 
4. The main CPU 4 performs various types of processing 
in accordance with the data supplied. For example, in 
step 240, the read data is displayed on the CRT display 
6. Thereafter, it is checked in step 245 whether or not 
the next data to be read is present. If the answer is 
YES in step 245, the operation after step 220 is 
repeated. However, if the answer is NO in step 245, the 
read operation is completed. 

According to the embodiment described above, the 
laser memory, which has a large capacity is used as the 
data memory, and the data encrypted by the CPU in the 
card is stored in the laser memory section. Therefore, 
the memory card has a large capacity and ensures data 
protection. Furthermore, encryption is started only 
when the input password coincides with the stored 
password, thereby further ensuring data protection. 

The present invention is not limited to the 
particular embodiment described above Various changes 
and modifications may be made within the spirit and 
scope of the invention. For example, the password is 
used for identifying the operator. However, a 
voiceprint or fingerprint may be used in place of the 
password. The data memory is not limited to the laser 
memory but may be extended to include any large-capacity 
nonvolatile memory. A magnetic memory of vertical 
magnetization may be used in place of the laser memory. 
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Claims: 

1. A memory card comprising: a card medium (11); 
and nonvolatile memory means (17) arranged in said card 
medium (11) for storing data, characterized in that data 
processing means (16) is arranged in said card medium 
(11) to encrypt and decrypt input data, and said 
nonvolatile memory means (17) stores encrypted data. . 

2. A memory card according to claim 1, charac- 
terized in that said nonvolatile memory means (17) 
comprises a laser memory. 

3. A memory card according to claim l r charac- 
terized in that said nonvolatile memory means (17) 
comprises a magnetic memory of vertical magnetization. 

4. A memory card according to claim 1/ charac- 
terized in that said data processing means (16) stores. a 
password and starts encryption and/or decryption when 
the correct password is externally entered. 

5. A memory card according to claim 1, charac- 
terized in that said data processing means (16) stores 
encryption and/or decryption key data and an encryption 
and/or decryption program and processes the input data 
and the encryption and/or decryption key data in 
accordance with the encryption and/or decryption 
program. 
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